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List of abbreviations

AD Active Directory

DNS Domain Name System

HTTPS | Hypertext Transfer Protocol Secure
IP Internet Protocol

LDAP Lightweight Directory Access Protocol
TCP Transmission Control Protocol

VPN Virtual Private Network

Continent Enterprise Firewall. Version 4.
Administrator guide. Authentication



© SECURITY CODE LLC

Introduction

This manual is designed for administrators of Continent Enterprise Firewall, Version 4 (hereinafter — Continent).
It contains information about the user authentication configuration.

Website. Information about SECURITY CODE LLC products can be found on https://www.securitycode.ru.
Technical support. You can contact technical support by phone: +7 800 505 30 20 or by email:
support@securitycode.ru.

Training. You can learn more about hardware and software products of SECURITY CODE LLC in authorized
education centers. The list of the centers and information about learning environment can be found on
https://www.securitycode.ru/company/education/training-courses/.

You can contact a company's representative for more information about trainings by email:
education@securitycode.ru.

Version 4.1.7 — Released on December 5th, 2023.

Continent Enterprise Firewall. Version 4. 5
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Overview

Users can access external resources upon their successful identification and authentication.

Continent provides identification and authentication of users within a protected network by:

e the Authentication Portal (see p. 7);

e the Identification Agent on an end-user device (see p. 8);

e the single sign-on with Kerberos (see p. 9).

You can create a user account using the Security Management Server local database or import it from AD.

Access is granted to groups of users by means of filtering and network address translation. A group of users is
connected to a specific network object. Access granted to this group is available only on computers related to this
network object.

The information about registered users and groups of users is stored in the Security Management Server
database. The information about authenticated users is stored on a Security Gateway.

When connecting to the Firewall, a user is authenticated on the Security Gateway using non-cryptographic means
via user credentials.

A Security Gateway and a connected workstation exchange data over HTTPS.

Continent Enterprise Firewall. Version 4. 6
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Configuration and use

How the Authentication Portal works

The Authentication Portal is one of the Security Gateway components that authenticates users through the web
interface.

While sending an HTTP (TCP/80) or HTTPS (TCP/443) [1] request to a web page, a user is redirected to the
Authentication Portal [2] if there are respective access control rules for the network from which users are
redirected to the portal. If you open a web page over HTTPS, the intermediate certificate is required to establish a
secure connection to a Security Gateway. The user enters his or her credentials. The credentials are sent to the
Security Gateway [3]. The Security Gateway checks the local database for these credentials and if they are still
valid [4a]. If the username looks like username@domain, the request is redirected to the AD server of the
respective domain (for example, usertstl@local.host). The check procedure is repeated [4b]. If the match is
found and the credentials are proved to be valid, then the respective data is sent to the Security Gateway, the
respective temporary firewall rule is created and the user is granted access to the resource [5].

Continent Enterprise Firewall. Version 4. 7
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How the Identification Agent works

The Identification Agent is software that is installed on workstations to connect to the Security Gateway and to
verify user credentials.

Internet

To get access to the Internet, a user runs the Identification Agent and enters his or her credentials [1]. Then, the
agent initiates the identification in AD [2]. The agent receives a confirmation for the identification [3]. When the
user attempts to access the Internet [4] for the first time, the agent sends the confirmation to AD and receives a
permission for connection. The user is granted access to the Internet according to the Security Gateway access
control rules [5]. When the user attempts to access the Internet again [6], the agent checks the cache for a
permission. If the permission has expired, the Identification Agent will request it from AD again.

A user within the protected network is granted access to the Internet and the local network resources if the
following requirements are met:

e user's credentials are confirmed and valid;
e there are access control rules for this user.

Note.

Identification Agent settings do not depend on Authentication Portal settings. Only a personal certificate connected in the Authentication Portal
settings is used.

Continent Enterprise Firewall. Version 4. 8
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How Transparent Kerberos Authentication works

Transparent authentication means that the domain user does not receive repeated requests for authentication
when accessing network resources. In this case, a user specifies the domain login and password only once, when
logging in to the operating system. When the user tries to access network resources, authentication is performed
automatically.

The SPNEGO protocol is used to ensure the mechanism of browser transparent authentication in Continent. The
whole authentication process looks as follows:
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1. A user logs on to a Windows domain from the workstation and attempts to access the Internet using a web
browser. The web browser sends an HTTP request which is intercepted by a Security Gateway.

2. The Security Gateway intercepts the client's request and sends back an HTTP response with a 401
(Unauthorized) code and the WWW-Authenticate: Negotiate authorization header.

3. The web browser recognizes the Negotiate header. Then, a search for the Security Gateway name starts in
the DNS, using which a service principal name (SPN) is found.

4. Using the SPN, the local system authentication service requests a Kerberos ticket from the key distribution
center (KDC). It begins the Kerberos authentication sequence, an exchange of data between the client and the
KDC. As a result, the client receives a service ticket (ST), based on which the Security Gateway will trust it.

5. The web browser resends the original HTTP request, but this time the authentication user data is contained in
an encrypted Kerberos ticket encapsulated in a SPNEGO token, which is passed in the HTTP authorization
header.

6. The Security Gateway identifies the incoming SPNEGO token in the request, then extracts the information
from the Kerberos service ticket which contains all the information needed for authentication.

7. Transparent authentication can be used both with the browser authentication via the Authentication Portal
page and separately. If you use the first scenario, the client browser has to be configured (see p. 25).

Continent Enterprise Firewall. Version 4. 9
Administrator guide. Authentication



© SECURITY CODE LLC

Issue authentication certificates

For the Authentication Portal operation and secure data exchange between the Security Management Server and
user workstations, you need to issue authentication certificates.

You need to issue the following certificates:

1. Issue aroot RSA certificate (see p. 10).

2. Issue an Authentication Portal certificate (see p. 10).

3. Issue an Authentication Portal certificate for redirection (see p. 11).

Attention!
In Continent, personal and intermediate certificates belong to the Server certificates group.

To issue a root RSA certificate:
1. Inthe Configuration Manager, go to Administration | Certificates
2. Click Root certificate on the toolbar.

The Root certificate dialog box appears.

Root certificate bod

Certificate owner data
Common Name: | |
Description:
Organization: Organization Unit:
State: Locality:
Email: Country:
Key uzage
o Data enciphement W
u Key agreement Encipher onby
Key enciphemeant v Decipher only
Advanced
Signature algorithm: | RSA (2048) - Valid to (UTC): May /21/202409:3425 ~
Create cerfficate Cancel

3. In the Root certificate dialog box, specify the required text boxes. Select the RSA (2048) signature
algorithm and click Create certificate.

Note.
We recommend assigning understandable names to the root and server certificates .

To issue an Authentication portal certificate:

1. Inthe Configuration Manager, go to Administration | Certificates and select Personal certificates.
The list of personal certificates appears in the display area.

2. On the toolbar, click Certificate.
The Certificate dialog box appears.

Continent Enterprise Firewall. Version 4. 1 0
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Certificate type: Authentication portal v
o S Administrator
Certificate owner dat| Hhis '
Authentication portal
Enter data for the ng S
X Security gateway
Common Name: Web-monitoring
Description:
Organization: Organization Unit:
State: Location:
Email: Courtry: RU
Key usage
v Data enciphement CRL signing
¥ W | Encipher onhy
v Certificate signing Decipher only
Advanced
Root cerificate: root_certificate -
Signature algorithm: Walid to (UTC): May /21/202009:35:52 -
Create certfficate Cancel

3. In the Certificate dialog box, select the Authentication portal certificate type. Specify the required
parameters and choose the root certificate created during the previous procedure.

Attention!
The certificate name must be exactly the same as the fully qualified domain name (FQDN) of the Security Gateway stored in the DNS server.

To issue an Authentication Portal-redirect certificate:
1. Inthe Configuration Manager, go to Administration | Certificates and select Intermediate CAs.
2. On the toolbar, click Intermediate certificate.

The Intermediate certificate dialog box appears.

Intermediate certificate x

Certificate type: Authentication portalredirect i
Certificate owner data
Erter data for the new certfficate or load request data

Common Name:

Description:
Organization: Organization Unit:
State: Location:
Email: Country:
Key usage
W Data enciphement W
v Key agreemeant Encipher onby
Key encipherment v Decipher only
Advanced
Root certfficate: RSA -
Signature algorithm: Validto (UTC): May /21/2020 054754 ~

Create certfficate Cancel

3. In the Intermediate certificate dialog box, specify the required text boxes, select the root certificate
created for the Authentication Portal and click Create certificate.

Continent Enterprise Firewall. Version 4. 1 1
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Add a certificate to the Security Gateway
When Authentication Portal certificates are issued, it is necessary to add them to the Security Gateway.

To add certificates to the Security Gateway:

1. On the navigation panel, go to Structure.

2. Inthe display area, select the Security Gateway and click Properties on the toolbar.
The Security Gateway dialog box appears.

Security Gateway - 5G-1 x

Securty Gateway Server Certificates
Certificates
Interfaces Cedificates of the security gateway and its components: 0
Static Routes Name lssued by Role Wal
[hynamic Routes
H ity gateway 2
MUtEWAN o 5G-1 Foot_cert Security gateway 18.
Firewall
Logs and Alertts
Local Storage
Databases
DNS
DHCP
SNMP
LLDP
4 »
NetFlow
Collectors Root Cerificates
Date and Time
Trusted root certificates of the security gateway: Q
SSH Access
Mame lssued by Walid from
7 Root_cert Root_cert 18.01.2022 10:12
4 »

3. Go to Security Gateway | Certificates.

4. Add the created Authentication Portal and Authentication portal-redirect certificates to the Certificates of
the security gateway and its components list by clicking .

5. Add the created root RSA certificate to the Trusted root certificates of the security gateway list by

clicking .

Root Certificates
Trusted root cedificates of the security gateway: ﬂ
Name lssued by Walid fram Walid to
o HoseperHent . Nosepeqtsil Wspat. . 30,05 2017 13:34 30.05. 2028 13:44
o CN CH 17.05.2023 13:13 15.05.2028 13:13
r %

6. Click OK.
7. On the toolbar, click Install.
The Install policy dialog box appears.

Continent Enterprise Firewall. Version 4. 1 2
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Install policy *

Select domains and securty gateways for policy installation

Search je
] Status MName Corfiguration

0 @ Online e* | node-10 & 10078

0 @ Online e node-11 & 10078

0 & Online 5C-1 & 10095

& Online == | 5G-3 & 10093

8. Select the required Security Gateways and click OK.
The changes are sent to the Security Gateways.

Add users over LDAP

At this step, an administrator adds users over LDAP or creates new ones. For more information about creating,
deleting and editing user accounts, see Continent Enterprise Firewall. Version 4. Administrator Guide. Firewall.
Continent supports user authentication using AD over LDAPS.

Configure LDAP

1. Inthe Configuration Manager, go to Administration and select LDAP.

= Administrators

a? Roles

Certificates

chJ- LDAP

\y Ypdates

= Backups
E‘ Licenses
@ Tasks

2. Onthe toolbar, click LDAP.

oo 9P O

Back LDAP Refresh

(L)

The LDAP profile dialog box appears.

Continent Enterprise Firewall. Version 4. 1 3
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LDAP profile *

Mame: ‘ ‘

Domain

MName:

Base DN:

Authentication
Iser:
Password:

Confirm passward:

Servers
Primary and secondary LDAP servers: QX
Server Address Port

0 Mo items found.

Cancel

3. Specify the required parameters in the respective text boxes.

Note.
To enable AD, use the domain administrator account. We recommend creating a separate account for this purpose.

In the Authentication group box, enter the credentials of the domain administrator in the User and
Password text boxes.

In the Servers group box, add the AD server IP address and a port by clicking @ To edit the added server,
click |Z|, to delete — .

Specify the AD server IP address and port for connection in the LDAP profile dialog box.

Attention!
Itis forbidden to use the following characters in the AD server divisions:

« > # * ( ) = + v ' > < ,

Attention!
The connection to the AD server is established over LDAPS.

Note.
To support the LDAPS protocol, ports with the same number must be configured on the workstation with the Configuration Manager and on the
AD server.

Continent Enterprise Firewall. Version 4. 14
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LDAP profile x

Mame: testers.corp
Diomain

MName: testers.local

Base DIN: DC=testers, DC=local -
Authentication

lser: tetuser @test.local

Password: sEssBRRRRRR RS

Confirm password:  sesssssssssne

Servers
Primary and secondary LDAP servers: Qs X
Server Address Fort
AD 172.17.10.1 636
6. Click OK.

The created LDAP profile appears in the display area.

7. On the navigation panel, go to Structure, select the required Security Gateway and click Properties on the
toolbar.

The respective dialog box appears.
8. On the left, select User Identification.
The respective parameters appear on the right.
9. Inthe LDAP profile drop-down list, select the profile created at step 5.

LDAP profile: testers.corp 3

10.Click OK.

11.0n the toolbar, click Install policy and select the Security Gateway for which you specified the LDAP profile,
then click OK.

12.Go back to Administration and select LDAP.
The LDAP context menu appears.

<{» Create LDAP profile...

"

") Refresh F5

13.Click Import LDAP groups.

Continent Enterprise Firewall. Version 4. 1 5
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Attention!
In Continent, only groups can be imported.

If AD is connected successfully, the LDAP groups import dialog box appears.

Note.

The Security Management Server creates a group import command for all Security Gateways to which the current profile is bound in the User
Identification properties. You can import profiles that are not connected to any Security Gateway. After one of the Security Gateways responds,
the Security Management Server saves imported groups in its configuration.

Note.
The Configuration Manager starts to work slower if there are many AD groups. It is recommended to use Active Directory nested groups.

After the import is completed, you receive the respective message. Imported groups can be added to filtering
and translation rules.

Note.

To delete a group in the list of Security Management Server objects, first delete itin AD and then import groups once again. If you delete a group in AD
and do not import groups, the group remains in the Security Management Server database.

If a new group with the same name is created in AD, you must re-import the group from AD to update the ObjectGUID of the group in the Security
Management Server database. If new groups are created in AD, you need to import them from AD to use them in Firewall rules.

Create Firewall rules

To ensure correct operation of the Authentication Portal, traffic should pass through the DNS protocol from the
client to the server and the Security Gateway with the configured Authentication Portal component.

Note.
In case of difficulties while working in Access control, see Continent Enterprise Firewall. Version 4. Administrator guide.Firewall.

To create Firewall rules:

1. Inthe Configuration Manager, go to Access control.
10.1.1.10 - Continent. Configuration manager
° oo &' O ‘D
Back :\Jr‘set \;Sls: Refresh  Install
Nigation = Ao e over | poiy
o < | sectons 1, s
a Search... pel
@ Web/FTP filter groups
L/FTP filtering profile No. | Name Source Destination Service Application Action P
a Web/FTP filtering except @ o tems found.
5G nar
a b Quality of service
QoS profiles
P X
Ofan-A&0 search.. olw-
7] = Name Address Mask Description
é—iﬁ ccess contron @ o tems found.
ﬁ-gVPN
(S) s
$5‘mdur€
- Ipp—
P @010
2. Right-click the display area and click Create first/last rule.
The created rule appears in the list.
3. Create access rules.
For example:
To create a permitting access rule for a user, type the user's account name in
the Source box, type the name of a resource to which the user will be granted
access in Destination, specify the protocols for user access in Service, in
Action select Drop.
Continent Enterprise Firewall. Version 4. 1 6
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4. Click Install on the toolbar to install the policy.

Note.
Before you install the policy, make sure you enabled the User Identification component..

Continent Enterprise Firewall. Version 4. 1 7
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Authentication Portal

Preconfigure the Security Gateway

To preconfigure the Security Gateway, perform the following steps:

e Activate the User Authentication component on the Security Gateway.
e Configure the DNS settings for the Security Gateway.

e Configure the time and date (NTP) settings.

To preconfigure the Security Gateway:
1. Inthe Configuration Manager, go to Structure.

10.1.1.10 - Continent. Configuration manager

File  Main  View Built-in administrator [ @)

s
{ |
Security Security Creation
gateway duster wizard
Create

i
5

Refresh Install | Monitoring

Security gateway Poliy | Application

v Security gateways (4)

onfiguration Cluster
1
1

f
1003
T
10062
T

22 Access control

(19) s
$Slmdur:
.:aAdm\'m'SImh'on
& { »
P @00

2. Right-click the required Security Gateway and select Properties.
3. Inthe Components group box, select the User Identification check box and click Apply.
The User Identification appears in the menu.
The component is now activated. You can install policies regulating user identification and authentication.

4. On the left, select DNS and specify the preferred DNS server address in the Preferred text box. If necessary,
specify alternative DNS addresses in the Alternative 1 and Alternative 2 fields.

Security Gateway - SG-1 x

Security Gateway DNS Servers

Cerfficates

User ldentification Prefemed:
Interfaces

e Atemate 1
Static Routes
Dynamic Routes Altemate 2
Multi-WAN Domain

Firewall

Logs and Alerts
Local Storage
Databases

DNS

DHCP

5. Click Apply.
6. On the left, select Date and Time.

Continent Enterprise Firewall. Version 4. 1 8
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Security Gateway - node-10

Securty Gateway =

Cottficates Time zone: GMT
Interfaces Metwork Synchronization On
Static Routes Automatically synchronize the Security Management Server with an Intemet
Dynamic Routes Time Server (NTF)
Mutti-WAN Frimary NTP Server
Firewall Address
Logs and Alerts

Local Storage Authentication type: Mone

Databases Secondary NTP Server

Email Alerts

Address:

DNS
DHCP Authentication type: Mone
SNMP

Hosts

SNMP Trap
S&H
LLDP
NetFlow

Collectors
Date and Time:
Updates
Monitaring
Access to SMS -

Cancel Apply

7. Turnon the Network Synchronization toggle.

The Primary NTP Server and Secondary NTP Server groups of parameters become available for editing.
8. Select the Use NTP server option.
9. Specify the Address and Authentication type in the Primary NTP Server group.

Note.
If necessary, set authentication using a symmetric key and/or specify an additional NTP server.

10.0n the toolbar, click Install, select the required Security Gateways and click OK.

Authentication parameters configuration

The authentication mechanism is implemented through the Authentication Portal and via Kerberos.

To ensure correct operation of the Authentication Portal, it is necessary to configure the Security Gateway setting
first. Then configure the Active Directory parameters depending on the required authentication method and the
Security Gateway authentication settings.

Authentication via the Authentication Portal

For correct operation of the authentication through the Authentication Portal mechanism, perform the following
steps on the AD side:

e Onthe domain DNS server, create an account corresponding to the Security Gateway;

e Create an account for the LDAP profile in the AD domain.

To create an account corresponding to the Security Gateway:

1. Run a DNS server snap-in.

2. Create an account of A type on the DNS server.

3. Specify the following parameters:
¢ Inthe Node name field, specify the Security Gateway name for which an account is being created.
The fully qualified domain name (FQDN) of a node will be specified automatically.

Note.
The FQDN of a node must be exactly the same as the Authentication Portal certificate name.

e Inthe IP address field, specify the IP address of the internal interface of the Security Gateway.
e Select the Create RTP record check box.
4. Click Add node.

Continent Enterprise Firewall. Version 4. 1 9
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To create an Active Directory user account:

1.
2.

Run the Active Directory snap-in.
In the context menu of the Users section, click New | User.
The New object - User dialog box appears.

3. Specify the required parameters and click Next.

Note.

The value of the User logon name field will be used when the keytab file is created.
4. Set a password for the user account.
5. Select the Password never expires check box and click Next.
6. The created account will be displayed in the directory tree of the Active Directory.
Attention!

When configuring the AD controller on the DNS server, the Security Gateway address and its DNS name must be specified as the IP address.To
ensure proper operation, create the A record type, the CNAME record type cannot be used.

To configure the Authentication Portal:

1.

On the left, select User Identification.

Security Gateway - node-10
Security Gateway
Certfiicates

User Identification Authertication Portal Off
Interfaces

LDAP profile: (not selected)

Static Routes
Cynamic Routes
Mutti-WAN
Firewall
Logs and Alerts
Local Storage
Databases Name Address/Mask
Email Alerts
DNS
DHCP
SNMP
Hosts
SNMP Trap
S&H 7 =
LLDP
NetFlow

0 Mo items found.

Collectors 0 -
Date and Time
Updates
Monitoring

Accessto SMS

o] to

If it is necessary to add users, select a LDAP profile in the LDAP profile drop-down list (to create users, see
Add users over LDAP on p. 13).

3. Turn on the Authentication Portal toggle and click Apply.
The connection settings are now available for editing.
4. Specify the duration of a user session in minutes in the User session duration spin box.
Note.
The user session duration ranges from 5 to 1440 minutes.
5. Select the Allow agent to work check box to enable usage of the Identification Agent for authentication at
the portal.
6. Specify the client keepalive timeout in the respective spin box.
7. Inthe Certificate drop-down list, select the Authentication Portal personal certificate.
Continent Enterprise Firewall. Version 4. 20
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Certfficate:

Security gateway interfaces that are open to authentication portal:

O Al
®) Intemal
Address ranges redirected to the captive portal: 0 |
Name Address/Mask
D0test net 192.168.1.0/27
B mk 192.168.1.40

8. Select interfaces that will be available to the Authentication Portal.

Note.
If you select All, then all interfaces are available to the Authentication Portal. If you select Internal, then only
interfaces that are internal according to the topology are available to the Authentication Portal.

9. Inthe Address ranges redirected to the captive portal group, cIick@.
The list of available network objects appears.
10.In the list of network objects, select the network objects that could be redirected to the Authentication Portal.

Note.
If it is necessary, create a new network object. To do so, click Create. In the appeared dialog box, specify the required parameters and click OK.

11.Click OK to save the changes.
If all the settings are correct, a user's browser is displayed as in the figure below.

\

PASSWORD

Note.
If you access the Authentication Portal directly, the name of the Authentication Portal personal certificate appears in the browser address bar.

To access the Internet, enter user's credentials in the respective text boxes, then click Login. If the server is to
check a local database for the user's credentials, enter a username without a domain. In the case of using the AD
server, specify a username and a domain, divided by @ (for example, usertsti@local.host).

Note.

If a certificate warning appears when loading the portal page, add the root certificate used to generate the portal certificate to the root trusted
certification authorities on the user's workstation.

If the authentication is successful, you receive the respective message.

Continent Enterprise Firewall. Version 4. 21
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You are logged in. The session expires in:

719 minutes, 42 seconds.

To continue working on the Internet:
e open a new browser tab.

To end the session:

e click Log out.

Configure Transparent Kerberos Authentication

Transparent Kerberos or Single Sign-On (SSO) authentication allows users to access authorized resources without
explicit authentication. The user is authenticated through Active Directory when logging in to the OS. When
accessing resources, the Firewall verifies the authentication in Active Directory without asking the user for
credentials again, i.e. authentication on the Firewall is automatic for the user.

SSO can operate either in parallel with the Authentication Portal or independently. However, SSO requires
configuration to work in parallel with the Authentication Portal.

SSO functions correctly if the following requirements are met:

e Transparent Authentication works only for domain accounts, not for local accounts. A LDAP profile with the
used domain must be added to the Configuration Manager.

e The system time on the Configuration Manager, Security Gateway, domain controller and user workstations
must be synchronized with the current local time. We recommended using a corporate NTP server for
synchronization.

e For user workstations and Security Gateways of Continent, network connectivity with the domain controller
and DNS server must be provided.

e Configuration Manager, Security Gateway, domain controller, as well as user workstations must use the same
DNS server for name resolution.

SSO is configured in the following order:

1. Configure a LDAP profile on the Configuration Manager and import user groups from the domain controller
(see p. 13).
This step is required so that the Configuration Manager can verify that the user authentication to the Active
Directory.

Note.
If the required LDAP profile is already configured, no additional configuration is required.

2. Create Authentication portal and Authentication portal-redirect certificates and bind them to the Security
Gateway (see p. 10).

Attention!
If the Authentication Portal has already been configured, no additional configuration is required. In this case, you can use the DNS record of the
Authentication Portal, which should already be created.

The Authentication Portal certificate name must match its domain address assigned on the DNS server (see
step 5), so it is necessary to name the certificate accordingly (in the FQDN record format). For example,
SGO1.DOMAIN.LOCAL.

Continent Enterprise Firewall. Version 4. 22
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Note.

To configure the Authentication Portal on the cluster, you need to issue two certificates of the Authentication Portal type with the same name (one
for each node). When you configure the cluster identification settings, the portal certificates are automatically defined and will not be displayed
will not be displayed in the Configuration Manager.

When configuring a record on the DNS server, the virtual address of the cluster is specified.

Create and configure a computer account in the Active Directory (see p. 16).
Issue a keytab file (see p. 23).

Configure a DNS server (see p. 24).

Configure Kerberos protocol authentication in the Configuration Manager.
Create Firewall rules for domain users (see p. 16).

Configure browsers on user workstations (see p. 25).

To create and configure a computer account:

1.

Create a computer account in the Computers section of the Active Directory snap-in tool or using PowerShell
by running the following command:

dsadd computer “CN=krb,CN=Computers,DC=testers,DC=local”

where krb — computer account name, Computers — the AD membership, testers and local — domain
address.

PS C:\Users\AgmuHucTtpaTtop.WIN-KIEOLPT41AL> dsadd computer

dsadd YcnewHo:CN=krb,CN=Computers ,DC=testers,DC=local

Specify the SPN for a user account in PowerShell by running the following command:
setspn -A HTTP/sg0l.testers.local krb

where sg01.testers.local — the domain address of a Security Gateway specified in the DNS server and
Authentication Portal certificate name, krb — computer account name created on the previous step.

PS C:\Users\AgmuHucTtpaTtop.WIN-KIEOLPT41AL> ktpass /princ HTTP/SG0 s. local@TESTERS.LOCAL /mapuser testersy\krb /p
s /crypto ALL /ptype KRB5_NT_PRINCIPAL /fout C:\SGOl.keytab

Targeting domain controller: TST-ADSOLl.testers.local
Successfully mapped HTTP/SG01.testers.local to KRBS.

To issue a keytab file:

1.

Generate a keytab file by running the following command:

Attention!
The command is case-sensetive. You cannot use special characters in user names and names of organizational units.

ktpass /princ HTTP/sg0l.testers.local@TESTERS.LOCAL /mapuser testers\krb /pass *
/crypto ALL /ptype KRB5 NT PRINCIPAL /out C:\test.keytab

where sg01.testers.local is the domain address of Security Gateway specified on the DNS server, as well as
the Authentication Portal certificate name, followed by @ and an uppercase domain address name (in this case
it is TESTERS.LOCAL), testers\krb is the krb account in the testers domain, /pass * means that after
entering the command, a user will be prompted to enter the password, /crypto specifies the encryption type,
/out specifies the path to save the keytab file.

PS C:\Users\AgMuHucTpaTop.WIN-KIEOLPT41AL> ktpass /princ HTTP/SGOl. testers. local@TESTERS.LOCAL /mapuser testers\krb /pas

s /crypto ALL /ptype KRB5_NT_PRINCIPAL /out SGOl1.keytab
argeting domain controller: TST-ADS01.testers.local

Successfully mapped HTTP/SGOl.testers.local to KRBS.

Enter and confirm the password for the computer account. Confirm the password change.

The krb account is a computer account, not a user account. This choice is made for security reasons since a
computer account does not allow logging in to the domain using its credentials, unlike a user account.

A keytab file will be generated according to the specified values and saved to the specified folder. For a
Security Gateway cluster, a general keytab file is created. We recommend using different service principal
names (SPNs) for the authentication on the independent nodes.

You must add the created keytab file to the Security Management Server in the Configuration Manager.

Attention!
If the root certificate was changed, generate a keytab file again and add it to the Security Gateway.
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Example:

[Type the password

Type the password again to confirm:

WARNING: Account KRBS is not a user account (uacflags=0x1021).

WARNING: Resetting KRB$'s password may cause authentication problems if KRB$ is being used as a server.

Reset KRBS$'s password [y/nl? y
Password successfully set!
WARNING: pType and account type do not match. This might cause problems.
Key created.
Key created.
Key created.
Key created.
Key created.
Output keytab to C:\SGO0l.keytab:
Keytab version: 0x502
keysize 64 HTTP/SGOl.testers. local@TESTERS.LOCAL ptype 1 (KRB5_NT_PRINCIPAL) vno 3 etype 0Ox1 (DES-CBC-CRC) keylength 8 (
0x61d629ef5bad235d)
size 64 HTTP/SG0DLl. testers. local@TESTERS.LOCAL ptype 1 (KRB3_NT_PRINCIPAL) wno 3 etype Ox3 (DES-CBC-MD5) keylength 8 (
0x61d629ef5bad235d)
keysize 72 HTTP/SGOl.testers.local@TESTERS.LOCAL ptype 1 (KRB5_NT_PRINCIPAL) wno 3 etype Ox17 (RC4-HMAC) keylength 16
wedddef62f0fdb5b125210ce0bcb448d9)
/SGOL. testers. 1ocal@TESTERS.LOCAL pty, 1 (KRBS5_NT_PRINCIPAL) vno 3 etype O0x12 (AES256-SHAl) keylength 3
1454f6b46lacelfdafabfacef3l3de8lddf24c71719126434Fd6df)
1.testers. local@TESTERS.LOCAL ptype 1 (KRBS_NT_PRINCIPAL) wno 3 etype Ox11 (AES128-sHAl) keylength
1f3099aa8317d3d30)

To configure the DNS server:
1. Launch the DNS server snap-in.
2. Create an account corresponding to the Authentication Portal certificate name.

3. Specify the IP address of the internal Security Gateway interface as an IP address. If an IP address is specified
for a cluster, enter the virtual address of the cluster internal interface.

SGO1 - properties X
Mode (A} Security

Mode {uses parent domain name if left blank}:

|

Fully qualified domain name {FQDM):
|SGD1.testers.IocaI |

IP address:
|1D.1 3955 |

Update assaciated painter {PTR) record

Cancel Apply

4. Click OK.

To configure authentication via Kerberos in the Configuration Manager:

1. Go to Structure, select the Security Gateway with the Authentication Portal and click Properties on the
toolbar.

The respective dialog box appears.
2. On the left, select User Identification.
3. Inthe LDAP profile drop-down list, select the created LDAP profile.
4. Turn on the Kerberos Authentication toggle.
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Security Gateway - node-1000

Security Gateway

LDAP profile: (not selected)
Certificates
o=l i Authentication Portal On @
Access Server User session duration: 720 . minutes

Interfaces Allow agent to work

Static Routes B

Dynamic Routes

Multi-WAN Kerberos Authentication On @
Firewall o
User session duration: | 15 . minutes

Logs and Alerts

Local Storage Keytabdile: Impart

VRS Basic settings

Email Alerts
DNS Cerificate:
DHCP . . -

Security gateway interfaces that are open to authentication portal:
SNMP
Al

Hosts

SHMP Trap Sl
55H Address ranges redirected to the captive portal: O
LLDP Search }:'
Net Flow

Collectors Name Address/Mask -
Date and Time o Mo items found.
Updates

Monitaring
Management Access
ICMP Messaging

IPS

Parameters

The Kerberos Authentication group of parameters becomes available for editing.
5. Specify the required user session duration in minutes.

Note.
The user session varies from 5 to 14440 minutes.

6. Inthe Kerberos Authentication group of parameters, click Import.
The standard file explorer appears.
7. Select the created keytab file.
8. Inthe Certificate drop-down list, select the Authentication Portal certificate.
9. Select interfaces that will be available for the Authentication Portal.
Note.

If the All check box is selected, the authentication is performed on each interface. If the Internal check box is
selected, then authentication is performed on internal interfaces.

10.1In the Address ranges redirected to the captive portal, specify IP addresses of the users who can use
transparent Kerberos authentication.

Note.
If it is necessary, create a new network object. To do so, click Create. In the appeared dialog box, specify the
required parameters and click OK.

Configure the browser to authenticate users through the Authentication Portal
The browsers have to be configured to correctly authenticate users via the Authentication Portal when Kerberos
authentication is enabled. To configure the browsers centrally, it is recommended to use group policies.
To configure Chrome, Yandex, Atom, Sputnik, Microsoft Edge, Internet Explorer browsers:
1. Inthe Control Panel menu, click Manage browser add-ons.
The Internet properties dialog box appears.
2. Go to the Security tab and click Local intranet.
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3. Click Sites.
The Local intranet dialog box appears.

4. Inthe Local intranet dialog box, click Advanced.

The list of websites appears.
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5. In the Add this website to the zone field, specify the domain of the Authentication Portal via the HTTPS

protocol and click Add.

& Local intranet

L&j this zone will use the zone's security settings.

Add this website to the zone:

*

You can add and remove websites from this zone, All websites in

| http://*. example.com | I Add

Websites:

[]Require server verification (https:) for all sites in this zone

Close

6. Click Close and then click OK.

7. On the Security tab, specify the following parameters:
¢ Inthe Security level for this zone group, click Custom level.

e In the User Authentication | Logon group, select the Automatic logon with current user name

and password option.
e Click OK.

& Security Settings - Internet Zone

Settings

() Enable
= | Enable XS5 filter
() Disable
(® Enable
= | Scripting of Java applets
(O Disable
(® Enable
(O prompt
5?_‘ User Authentication
#2, Logon
() Anonymous logon
() Automatic logon only in Intranet zone
[OY Automatic logon with current user name and password
() Prompt for user name and password

< >

(®) Disable A

*Takes effect after you restart your computer

Reset custom settings

Resetto: | Medium-high (default) v Reset...

Cancel

8. Inthe Internet properties dialog box, click Apply.

To configure the Firefox browser:

1. Inthe browser address bar, type about:config.
The Advanced Settings window opens in the current tab.
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2. Inthe search box, type network.negotiate.
3. Inthe network.negotiate-auth.trusted-uris and network.negotiate-auth.delegation-uris, click Edit.
4. Specify the domain name of the Authentication Portal and click Save.

network.negotiate-auth.trusted-uris example.com
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Identification Agent

Install the Identification Agent on a computer with Windows OS.

Before enabling the Identification Agent, configure the Authentication Portal (see p. 18).
To enable the Identification Agent with AD, configure LDAP interconnection (see p. 13).

Install the Identification Agent

To install the program:
1. Log on to the system as an administrator.

© SECURITY CODE LLC

2. Insert the installation disk in the disk drive and, in the distribution folder, run setup.exe. Allow the program to

make changes to the computer if necessary.

® User Account Control x

Do you want to allow this app to make changes to your

P2
(' Program name:  Setup Launcher
Verified publisher: Security Code LLC
File arigin: Hard drive on this computer

() Show details Yes

Change when these notifications appear

3. Before installing the Identification Agent, make sure the components that are required for its correct operation

are installed.
The Installation Wizard appears as in the figure below.

Continent. Installation Wizard

"Continent. |dentification Agent™ requires that the following requirements be installed on
g yaur computer prior to installing this application. Click Install to begin installing these
’ requirements:

Status  Requirement

Pending Microsoft Root Cerificate Authority 2011
Pending Microsoft Visual C++ 2015-2022 [x86)
Pending Microsoft Visual C++ 2015-2022 [x64)

The Continent. Installation Wizard dialog box appears.
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j{{‘ﬁ Continent. Installation Wizard .
Welcome to the program for "Continent.
.,:f‘.-) SECURITY Configuration Manager”
W)~ code

The wizard will install "Continent. Configuration Manager”™ on
your computer. To continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties.

4. Click Next to continue.
The license agreement appears as in the figure below.

ﬁ‘}' Continent. Installation Wizard ot
License Agreement ('\

Flease read the following license agreement carefully Cro')
END USER LICENSE AGREEMENT L]

ON THE USE OF SECURITY CODE LTD. (Russia) SOFTWARE

i ast updated: 10 September. 2015
1. GENERAL TERMS

This License Agreement (hereinafter referred to as the "Agreement") is the
License Agreement between the Security Code Ltd. with its head office located
at: Murmanskii proezd 14, building 1, Moscow, 129075 (hereinafter referred to

= blm W m el aeon . el mmd simi = mmrmmem Cheenim e e emFneend e s ks

(®) I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

= =
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5. Read the license agreement. If you accept the terms, select the I accept the terms in the license

agreement check box and click Next >.

In the appeared dialog box, specify a destination folder for the program files.

Note.

By default, the installation wizard copies files to \Program files\Security Code\User authentication. To install the program to another folder,

click Browse and specify a folder in the appeared dialog box.

6. Click Next >.
The Ready to Install the Program dialog box appears.

Continent Enterprise Firewall. Version 4.
Administrator guide. Authentication

29



© SECURITY CODE LLC

1_’{‘3! Continent. Installation Wizard ot

Ready to Install the Program

<h
The wizard is ready to begin installation. o

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back Install Cancel

7. Click Install.

The installation wizard copies files to the destination folder. The appearing messages display information
about the installation status.

After the successful installation, you receive the respective message.

ﬁ Continent. Installation Wizard X

InstallShield Wizard Completed

Cn KO,
op A

GezonacHoCTH
The InstallShield Wizard has successfully installed "Continent.
Identification Agent". Click Finish to exit the wizard.

[«]Run Identification Agent;

8. If you want to start the program after the installation, select the Run Identification Agent check box and

click Finish. In the system control area, the following icon appears: .

Run the Identification Agent

To run the program manually:

e Go to Windows Start menu, select All apps, expand the Security Code folder and select Identification
Agent.

As the program runs, the icon of the program appears in the Windows tray.
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To make the program run at startup:

1. Inthe Windows tray, right-click the Identification Agent icon and select Settings.
The respective dialog box appears.

2. Select the Start automatically agent check box and click OK.

Configure the Identification Agent

To configure the connection using the Configuration Manager:

1. Go to Structure, select the Security Gateway with the Authentication Portal and click Properties on the
toolbar.

The respective dialog box appears.
2. Onthe left, select User Identification, then select the Identification Agent check box.

3. Set the Client keepalive timeout value (maximum wait time — 120 minutes, minimum wait time — 5
minutes).

|dertification Agent

| Client keepalive timeout: | 30 o minutes

4. Click OK.
5. Click Apply to save the configuration.

To configure the connection on a user's workstation:
1. Inthe Windows tray, right-click the Identification Agent icon and click Settings.
The respective dialog box appears as in the figure below.

Preferences
| Connect on setup-up
| Auto reconnect after failure

| Block connections to untrusted gateways

Server

Gateway: node-10.domain-10

Example: access-serverlocal

Connection timeowt in seconds: 10

Connection retry attemts: 7

Delay between retries in seconds: 10
Options

Taskbar: Show icon and notifications -

| Start automatically agent

] Cancel

2. In the Gateway text box, enter the domain name of the required AD server.
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3. Select the required check boxes and specify other text boxes.
The connection timeout value can be between 5 and 60, the number of connection retry attempts is between 1
and 5, the delay between retries is between 1 and 60.

4. Click OK to save the settings.

Note.

An untrusted server means:

* the server certificate is signed with an untrusted root certificate;
* the certificate is expired;

« the certificate is not a server certificate.

Connect to the Security Gateway

To connect to the Security Gateway:
1. Right-click the Identification Agent icon in the Windows tray and click Connect.
The dialog box appears as in the figure below.

Connect to server x

Identification Agent .-
User name: admin
Password: S EEBES G

+| Remember my password

Connect Cancel

2. Enter the credentials and select the Remember my password check box if necessary.

Note.
To verify user credentials on the AD server, specify the user name and domain separated by @ (for example, usertst1@local.host).

3. Click Connect.

During the connection, the color of the icon indicator switches from red to green and flickers. As soon as the
connection is established, the indicator stops flickering, and the icon turns green: .
If all procedures are performed correctly, a user is granted access to resources beyond the Firewall.

Uninstall the Identification Agent

To uninstall the program:
1. Inthe Windows Start menu, go to Control panel and select Programs and Features.
2. Select Continent. Identification Agent and then click Uninstall.
After performing preparatory actions, the uninstall dialog box appears.
3. Click Next.
The uninstallation confirmation dialog box appears.
4. Click Uninstall.
The program deletes files. After a successful uninstallation, you receive the respective message.
5. Click Finish.
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